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Wake on LAN and Remote Desktop using

TP-link routers family

This tutorial shows the easiest way to implement WOL and RDC procedures using the TP-link
routers family.

The use of a remote PC from another PC’s keyboard is provided by Windows Remote Desktop
Connection. The characteristics of the two computers are:

e The remote computer is the remotely controled PC and it is connected in LAN.
e The client computer may be connected to the same LAN or can use other Internet
connection.

The Remote Desktop Connection running on the client computer works only if the remote computer
is awakened. Sleep, hybernate or shutdown states are not supported on the remote computer.

Current computers ensure an efficient energy-saving mode via the Control Panel / Power Options /
Change plan settings / Put the computer to sleep functions.

Change settings for the plan: Balanced

Choose the sleep and display settings that you want your computer to use,

Llj' Turn off the display: [10 minutes ']

W Put the computer to sleep: [30 minutes Y]

Change advanced power settings

Restore default settings for this plan

Save changes Cancel

The uneconomic solution is using Never in Put the computer to sleep option. The remote computer
is wasting energy to achieve high performances even when unneeded.

The economical solution is to use an application installed on the client computer from which there
is sent a Magic Packet to the remote computer to be awakened from shutdown, sleep, hybernate.
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Note 1: The implementation of WOL procedure depends on many factors. In this tutorial WOL
designates the IBM patent and the precedure and RDC designates the Remote Desktop

Connection

The WOL and RDC implementation is exemplified using the folowing free applications:
e TeamViewer — see chapter 3.
e Aquila WakeOnLan — see chapter 4.

Our paper is presenting also a comparative analysis between the above applications.

The configurations of the remote computer and router (chapter 2.) are identical for the both
applications.

In our experiments we have used a PC Windows 7 station and a notebook Windows XP.
WOL and RDC have been in Internet verified, in alternate way on both computers.

The remote computer is connected in LAN, behind the router and the client computer is Internet
connected using a SIM card GPRS modem.

1. The WOL remote computer’s configuration

For Windows 7, in Control panel / System / remote settings we have:
5 B
System Properties LI-E_&IJ

Computer Mame | Hardware I Advanced I System Protection | Remote |

Remote Assistance

[#] Mllow Remote Assistance connections to this computer

What happens when | enable Remaote Assistance?

Remote Deslkdop
Click an option, and then specify who can connect, if needed.
=) Dont allow connections to this computer

@ Allow connections from computers running army version of
Remote Desktop {(less secure)

=) Allow connections only from computers running Remate
Desltop with Networs: Level Authentication (more secure)

Help me choose Select Users..

[ QK J [ Cancel ] Apply

[

The network card is configured in Device Manager / Network Adapter / Properties / Power
Management.
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http://www.wolcenter.com/faq.php

- —
Tntel{f) B2567LM Gigabit Matwork Connection Properties g

| General I Advanced I Diriver I Details I Resources | Power Management |_

‘y Intel(R) 82567LM Gigabit NMetwor: Connection
S

[F]iAllow the computer to tum off this device to save power
Allow this device to wake the computer
Onby allow a magic packet to wake the computer

Waming: K this iz a laptop computer and you run it using batteny power,
allowing the netwars adapter to wake the computer could drain the batteny
mare guickly. t might also cause the laptop to become veny hot if it walkes
up while packed in a camying case.

Details Resources I Power Management
General | Advanced | About | Diriver

The following properties are available for this network adapter. Click
the property you wart to change on the left, and then select its value
an the right.

Property: Value:

NS Cffload Enabled
Priorty & VLAMN

Receive Buffers

Receive Side Scaling
Shutdown Wake-On-Lan
Speed & Duplex

TCP Checksum Cffload {IPv4)
TCF Checksum Offload {IPwE)
Tranesmit Buffers

UDP Checksum Offlaad (IPv4)
UDP Checksum Offload (IPvE)
Wake on Magic Packet
Wake on pattem match

WOL & Shutdown Link Speed

It may be observed some features concerning WOL, Shutdown on LAN, Magic Packet. All of them
must be in the Enable state.
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In Windows XP the options are:

System Properties

Select the ways that thiz computer can be uzed from anather
lozation.

Remate Azsiztance

Allow Remaote Agsistance invitations to be sent from this computer

Wwhat iz Bemote Agsistance?

Femote Dezkiop

Alloww wzers to connect remotely to thiz computer
Full computer name;
Ernil-1
What iz Bermote Desktop?

[ Select Remote Users. .. ]

For uzers to connect remotely to this computer, the uzer account must
hawve a paszward.

WWindowes Firewall will be configured to allow Remaote Desktop
connections bo thiz computer.

NVIDIA nForce Networking Controller Properties E||g|

| General | Advanced | Driver | Details| Power M anagement

MDA nForce Metwaorking Controller

Al the computer bo burn off this device to save power,
Allova thiz device to bring the computer out of standby.

Only allow management stations to bring the computer out of ztandby.

Warning: Allawing thiz device to bring the computer out of standby may
causze this computer to perodically wakeup to refresh itz netwark, state. |f
yoLl fravel with thiz computer or run it on a batkery, vou should not tum on

thiz feature az the machine may awaken at inopportune times or consume
the batterny.

Management stations in fact referes to Magic Packet.



1.1. Configurations in Windows Firewall

In Windows 7 there are activated the options:
¢ File and Printer Sharing (Echo Request — ICMPv4-In)
¢ Windows Firewall Remote Management (RPC)
¢ Windows Management Instrumentation (WMI-In)

In Windows XP there are activated the options:

e File and Printer Sharing
e UPnP Framework

1.2. Static LAN IP addresses for the remote computers

Setup static IP adresses both for LAN cabled Ethernet and Wireless LAN.

Internet Protocol Version 4 (TCP/IPvE) Properties I. ? ﬁ]

General

You can get IP settings assigned automatically if your network supports
this capability, QOtherwise, you need to ask your network administrator
for the appropriate IP settings.

(71 Obtain an IP address automatically
i@ Use the following IP address:

IP address: 192 . 168 . 0 . 100
Subnet mask: 255 . 255 ..255 . 0
Default gateway: 192 .168. 0 . 1

Obtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: 193 . 231, 100 ., 130
Alternate DMS server; 193 . 231 . 100 . 134
[7] validate settings upon exit P
[ Ok ] I Cancel ]
= -

Nota 2: Take into account if both connections are enable, Wireless LAN has priority !

Although WOL and RDC are properly working in Wireless LAN, we are recommanding to use
cabled Ethernet LAN and to disable the Wireless WAN.

The DNS servers are belonging to the ISP and are easy to be get.



2. The router’s configuration

The experiments are done in the same room to closely study the functioning of both computers.
The WOL and RDC implementation require router’s configurations:

e DynDNS
e Port forwarding
e WOL explicite configurations

There are many cases when the Internet ISP’s devices already instaled in the customers’ locations
do not supply at least the minimal DynDNS feature.

The solution has two steps:

e To modify these devices to the minimal bridge “dumb” modem. Disable DHCP option. This
configuration is done from case to case using the installation CD or the device’ web page.
In some cases it is necessary to be done by the ISP on the customer’s demand.

e Connect a router to this modem. You have to buy it. We are sugesting the TP-link family
routers ex TL-WR841N. The price is minimal and the WOL configurations are very simple.
For the ADSL ISP you need the username and password in the contract. Settup VPI/VCI to
0,35 value.

Modem Router

Phoneline

Note 3: In the RDS ISP case, the TP-link router is directely connected to the provider's UTP cable.



2.1. DynDNS name router’s configuration

It is done only if the public routing WAN IP address is dinamic.

As a rule, only the companies can have public static addresses. That means the private customers
have to use the DynDNS services.

In this moment there are practicaly remaining only two DynDNS providers:

e DynDNS (www.dyn.com/dns). Since 2014 this service is to be payed.

e No-IP (www.noip.com). It is free. One in o month you’l be receiving an email requesting to
refresh your ddns name you already have. See this link.

Service Provider: |NG'|P { www.noip.com } Vl Go fo register...
User Name: | office@acdcelectronic |
Password: |oooooo|ot. |
Domain Name: | my_ddns_name@ddns net

[+ Enable DDNS

Connection Status: Succeeded!

| Login || Logout |

Save

The web configuation TP-link page is http://192.168.0.1/

2.2. Remote Desktop Connection router’s configuration

The router has access to the Internet using the WAN IP public address. The router must be
configured to remotely accept the connection requests coming from the client application Remote
Desktop Connection and to forward the connection to a specific computer on your LAN.

For this purpose there are defined new rules (new entries) in the routing table. The procedure is
executed on the router and it is called: port forwarding, port maping, NAT, virtual server etc.

The procedure is similar for any router and usualy has two stages:

¢ Give a desired name to the new rule and assign a particular port to it.
¢ Assign this rule to a specific computer on your LAN.

Note 4: The procedure is very simple for the TP-link routers family. The name of the routing rule is
not necessary.

It is necessary the port or the range of the incomming ports and the translation to the target port

used by those computer which has the server application attached to the target port.

Remote Desktop Connection is using 3389 port.
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ID  Service Pont Internal Pomn IP Address Protocol Status Modity
1 7 7 182.168.0.150 uDP Enabied MOty Delete
2 3389 3339 182, 168.0.150 Al Enabled Modify Delete
I 1 r = 1 -
| AddNew.. | | Enablean | [ Disablean | [ Deletean |

Previous Meaxt

The IP Address belongs to the remote computer.

2.2.1. Use Remote Desktop Connection in client computer

Open the Remote Desktop Connection application in the client computer.

In Computer write the public static router’s if you have it.

"-% Remote Desktop Connection ' = | &8 Jq

| Remote Desktop
~»¢) Connection

Computer:  123.234.345 546:3389 %

lser name: Mone specified

You will be asked for credentials when you connect.

q’, Show Options [ Connect H Help ]

If you haven't the public static router’s (physical persons case), you'll write the dynamic DNS name
ex my_ddns_name.ddns.net as in chapter 2.1.

% Remote Desktop Connection ' | =50,

4| Remote Desktop
») Connection

Compiter: my_ddns_name.ddns net:3385 -

lUsername:  Mone specified

“You will be asked for credentials when you connect.

'z Show Options [ Connect H Help
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Add “” followed by the 3389 port belonging to Remote Desktop Connection application.

After pushing Connect, once authorized with name and password, enter into the remote computer
desktop and perform any activity.

Note 5: In this paper, the Remote Desktop Connection is only informal presented. Both
TeamViewer and Aquila WakeOnLan are internaly calling the RDC features.

2.3. Router’s magic WOL packet configuration

The TP-link router has explicite configuration options for WOL. The configuration is very simple.

Access IP& MAC BINDING feature in the router’'s web page.

Binding Settings

ARP Binding: iy Disable (@ Enable

D MAC Address IP Address Bind Modify

1 00-1B-38-4F-00-4E 192.168.0.150 [+] Modify Delete

2 74-D4-35-03-8B-58 192.168.0.100 [+] Modify Delete
AddNew.. | | EnableAl || DisableAll || DeleteAl ||  Find |

Previous MNext Current Mo, Page

To the computer to be wakened in LAN has to be atached its own MAC and LAN IP addresses.

Select ARP binding.

The magic packet is sent on port 7 or port 9 using UDP protocol.

Write this new rule in the routing table.

ryice Port Internal Port IP Address Protocol Status Modity
1 T T 192.168.0.150 UDP Enabied Moty Qeleﬂ,
2 3389 3386 192 168.0.150 All Enablied Modity Delete
| AddNew.. | | EnableAl || Disableal | | Delete Al
Previous MNeaxt
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3. The TeamViewer’s configuration in the remote computer

A TeamViewer’s particularity is to be installed on both remote and client computers.

Enter in Extras / Options / General and select Start TeamViewer with Windows

2 TeamViewer options

Security ? Hover your mouse over options ko get additional info
Remote contral Important options for working with TeamViewer
Hesting Your display name @ | Eni-
| Start Teamviewer with Windows
Computers & Contacks | !
Audio conferencing Network settings
videa Prosy settings [ Configure. .. ]
Custor invitation Wnksrne il [ Corfigure. .. — ]
Incoming LAN connections | deactivated v
Advanced . |
Account assignment

By assigning thés device to a TeamWiewer account, the device can be remotely managed
and monitored by the account at any time.

Assigned to EMIL-Z. [

Remove |

Enter in Extras / Options / Wake-on-LAN — Configure.

& Wake-on-LAN X

Select whether this computer can be woken up using Wake-on-LAN.
Mote: Make sure, you have configured TeamViewer and the invalved
computers properly,

? Click here for Further information.

() Mo Wake-on-LaN
() Other TeamViewer within your local network

Team\iewer 1D

IDs within wour local network,

(@) Public address
Address Port
| my_ddns_name.ddns.net . l 7
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Public address is the plublic static WAN IP or the dynamic DNS name as described in chapter 2.1.
The & UDP port is previously configured as described in chapter 2.3.

In this way, TeamViewer is lounched together and in the same time with Windows OS, a crucial
feature when receiving the magic WOL packet.

3.1. The TeamViewer’s usage in the client computer

EMIL-1

Offline [a few minutes)

s i, O >
et o >
L asion >
ity R >
% @ B ('Y Wake up

Select the offline remote computer and press the Wake up button.

After a short delay, it is automaticaly openned the next window:

B TeamViewer '

NS

.'%:4|

The device 'EMIL-1'is online now, Do you want to connect to this device?

[ Connect ][ Cancel

Press the Connect button, authorise yourself, enter in the remote computer’s desktop and perform
any activity.
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3.2. Observations concerning TeamViewer

TeamViewer is working excelent.

The Show your partner’s cursor feature is ensuring the colaboration of both partners.

General Options for remote control of other computers
Security Display
- ——
Meeting Custom settings.
I i
[#] Remove remate wallpaper
Computers & Cantacts
[+] Show your partner's cursor
Audio conferencing
i Remote control defaults
Video
[/] Play computer sounds and music
Custom invitation [] Auto record remote control sessions
Advanced Record partner's video and VoIP (requires partner’s confirmation)
[] send key combinations i
I [+] Open new connections in tabs

The online or offline remote computer’s status it is always showed in the client computer.

TeamViewer has full access over the remote desktop, so that the remote computer’s shutdown is
done without any problem.

There are a lot of net exaples concernig the the remote computer may be a smartPhone or an
iPad Apple.

4. The Aquila WakeOnLAN configuration in the client computer

The Aquila WakeOnLAN application has to be installed only in the client computer.

. File Edit View Tools Help

‘h Folders Views + { Pinger Schedule E Listener “ Eventlog 'Q Options

() All machines Name Status IP Address URI Notes

Unknown
S Emil-1... Unknown 152.168.0.150 my_ddns_name.ddns net
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This reason might be the cause of the disadvantages comparring with TeamViewer.

The remote computer configuration is done in in File / New Host.

The remote computer’s properties are:

-

Properties - Emil-1 Internet ﬁ

| Display Properties | Wake Up | Status / Control | Shutdown

MAC Address  00-1b-22-4-00-4=

Send WOLte ) Broadcast IP @ FQDM/IP

Broadcast | 255 . 255 255 _ 255 Calculate

FQDN /1P my_ddns_name.ddns.net

|Pv4 interface information for Emil-2.

- use default - -
UDP Port 7
TTL 128
Delete | |  Help | oKk || Ccancel

e FQDN//IP is the public static router's WAN IP addres or the dynamic DDNS name.

e In Send WOL to select FQDN / IP. The Broadcast IP is get pushing Calculate and the value
is usualy 255.255.255.255

e UDP port for the magic WOL packet may be 7 or 9 as in chapter 2.3.

=

Properties - Emil-1 Internet M

| Display Propesties I Walee Up | Status / Control | Shutdown |

Local IP Address | 192 _ 168 . 0 150 "leave blank for DHCP

ROP Portt 3385 * remote desktop port

e The Local IP address is the LAN IP of the remote computer.

e The RDP port is 3389 as described in chapter 2.2.
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4.1. The Aquila WakeOnLAN’s usage in the client computer

Send the Wake up command from the client computer.

In case the remote computer is awokened from the shutdown, sleep or hybernate status, you have
to wait 1...3 minutes befor sending the Remote Desktop command.

Once authorised, enter in the remote computer’s desktop and perform anithing you want.

4.1.1. Sending Shutdown command

In our experiments, both Win XP and Win 7 computers do not execute the shutdown command.

4.1.1.1. Alternate Shutdown solution

The closure of Win 7 remote computer is done in Windows Security by pressing the red button.

Windows Security is opened by ctrl alt end or pressing Start button.

14:3389 - Remote Desktop

& Lock this computer
& Log off

¢ Change a

w. Windows'/ professional
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4:3389 - Remote Desktop

mm
Ewm

)i-h— Adobe Reader X >

1 Ernil
é Total Commander

Documents

Ef Microsoft Office Publisher 2007 »

g
Pictures

1 Windows Virtual PC 4

Music

4 4
(‘-:_; Internet Explorer (64-bit)

C omputer
|ﬁ| Publisher »

Control Panel
% Tiger Basic 5.4 >

Devices and Printers
Visual Basic 2008 o

Default Programs
Q Audacity Help and Support

Al Drogrnms Windows Se-:urity

In Win XP, ctrl alt end opens Task Manager which provides Shut Down - Turn Off option.

4.2. Observations concerning Aquila WakeOnLAN

Aquila WakeOnLAN is performing the main tasks in Internet. There are some lacks:

o The remote computer’s online and offline status are unknown.

The Shutdown command does not work. It has to be used the alternate solution presented
in chapter 4.1.1.1.

o We haven’'t experimented iPad and smartPhone devices as client computer. Some useful

links might be:
e here
e here
e orhere

Note 6: From the graphical point of view, the Aquila WakeOnLAN's advantage is a more efficient
remote desktop usage comparing with TeamViewer.

Both applications may be used alternatively.
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5. WOL and RDC for several remote computers in the same LAN

For the second remote computer in the same LAN use port 9 for the magic WOL packet.

I Service Port Internal Port IP Address Protocol Status
1 7 7 192 168.0.150 uoP Enabiled
rs 3388 3389 192.168.0.150 All Enabied
3 9 9 192.168.0.100 upP Enabled
4 3390 3389 192.168.0.100 Al Enabied
| AddNew.. | [ EnableAll | | DisableAll | [ Deleteal |

For the second remote computer use port 3390 for Remote Desktop Connection.

D Service Port Internal Port 1P Address Protocol Status Madify

1 i T 192.168.0.150 UDP Enabiled Ntodity Dedete

2 3 3389 192.168.0.150 Al Enabled Mogity Deleta

3 9 g9 192.165.0.100 uoP Enabiled Modify Delete
| 4 3380 3389 192.168.0.100 All Enabiled Modity DgE_I

| AddNew.. | [ EnableAl | [ DisableAll | [ Deletean |

Note 7: The routing table cannot use several incomming ports (service port) having the same
value.

The target ports (internal port) may have the same value because they belong to different
computers.

As result, in case there are several computers accessed by RDC, in the routing table are defined
different ports (ex 3390, 3391 etc) which are translated to the 3389 computer’s port.

Remote Desktop Connection is not limited concerning the used service ports number.
Note 8: At the first view, the max two remote computers limit is caused by the lack of other UDP
ports (7 and 9) to supply the magic WOL packet. We have experimented the UDP ports 8, 10, 11

and so on. They are working !

In other words, the number of computers in the same LAN receiving the WOL magic packet is
unlimited !
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6. The remote control of Dispatcher server PC

WakeOnLAN and Remote Desktop Connection are very good solutions in applications with
multitasking programable Mini PLC440x and Dispatcher server PC.

Dispatcher server PC is using port 50000.

Forward port 50000. The routing table is as follows.

ID  Service Port Internal Port IP Address Protocol Status Maodify

i T T 192.182.0.150 UDP Enabled Modify Delete

2 3380 3339 192.168.0.150 Al Enabled Modify Delete

3 9 ] 192.163.0.100 UDP Enabled Modify Delete

4 3390 3330 192.162.0.100 Al Enabled Modity Delete

5 50000 50000 152 162.0.100 Al Enabled Modify De_-3:1
AddNew.. | | EnableAll || DisableAll | | DeleteAll |

The Dispatcher server PC station and PLC440x clients have some particularities.

The PLC440x clients periodicaly send the request for the establishment of Internet client-server
connection.

The user send commands to the PLC440x clients using GUI Dispatcher server PC keyboard. The
commands are changing the activities that PLC440x execute in the future, independently of the
connection with Dispatcher server PC.

In most applications, Dispatcher server PC isn’t standing open all the time, it is used only when the
user submit new commands. From here comes important energy savings.

Modes of work Shutdown, Sleep, Hybernate are perturbated in Dispatcher server PC station.

On the one hand, when it is opened, the Dispatcher server PC application forbids its own computer
to go in Sleep mode. This is normal, the user decided Dispatcher server PC to be in stand-by
when running a server application.

On the other side, when Dispatcher server PC application is closed, its own computer is periodicaly
awakened by PLC440x connection requests which are received by netwok card.

To eliminate this troublesome disturbance, the user select Only allow a magic packet to wake
the computer in Device Manager / Network Adapter / Properties / Power Management, see

chapter 1.

At the user's command, Magic packet wake up the computer where Dispatcher server PC is
installed. An that is done from big distance, via Internett!

The next step is the Remote Desktop Connection from your PC, notebook, iPad, iPhone at home
or anywhere.

Open Dispatcher server PC, wait 10...15 seconds to establish Internet connection with the
PLC440x client and submit any commands.
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